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摘  要 
 
随着 P2P 的即时通信、文件共享、流媒体播放以及协同办公等系统的迅猛发




有效地解决 P2P 网络的安全问题。本文深入研究 P2P 网络的相关技术，把基于
无证书公钥密码体制（CL-PKC）的认证引入到 P2P 网络中，为解决 P2P 网络安
全问题进行了一次积极地探索。 
本文系统地研究了 P2P 网络基于 CL-PKC 的认证原理，针对 P2P 网络的特点
提出了基于 CL-PKC 的双向认证协议，然后搭建了 P2P 网络的文件共享系统，
具体实现了基于 CL-PKC 的认证机制。主要做了如下的工作： 
1、 研究了P2P网络中的安全签名、认证技术，在比较PKI，ID-PKC和CL-PKC
各自优缺点的基础上，提出了 P2P 网络中一种基于 CL-PKC 的双向认证协议。 
2、详细分析了经典软件 BitTorrent 的工作原理与编码，JXTA 协议，继而在
Java 环境下对建立一个基于 JXTA 平台的 P2P 文件共享系统进行了设计与实现，
这为解决 P2P 网络安全问题提供了实践的平台。 




































With the rapid development of the instant message software, file sharing system, 
streaming media players, office coordination system and so on, P2P technology has 
already had a profound impact on the internet. However, its own characteristics of 
decentralization, autonomy, dynamicity and isomerism made it to face many security 
problems which have greatly impeded the development of the P2P networks. Because 
of the complicated certificates management in the traditional Public Key 
Infrastructure (PKI) and the inherent key escrow problem brought by Identity-based 
Cryptosystems (ID-PKC), the problem of security in P2P networks can not be soluted 
very well. In this issue we made a deep research of the relevant technologies of P2P 
networks, and brought the bidirectional authentication protocol based on 
certificateless into P2P networks. This research provides a positive exploration to 
solve the security problems in P2P networks. 
In this issue we make a systematical research of the authentication based on 
CL-PKC in P2P networks, and propose a kind of bidirectional authenticated protocol 
based on the CL-PKC according to the characteristics of P2P networks. Then we build 
a file sharing system in P2P networks, and implemented the authenticated 
mechanisms based on the CL-PKC. The specific tasks consist of the following:  
1、We researched the secure signatures and authentication technology, and on the 
basis of respective analysis of the advantages and disadvantages of the PKI, ID-PKC 
and CL-PKC, we propose one kind of bidirectional authenticated protocols based on 
CL-PKC for P2P networks.  
2、We detailedly analysed working principles and coding of the P2P classical 
software BitTorrent, and the protocol of the JXTA development platform, then 
designed and realized a P2P file sharing system based on the JXTA platform in the 
Java development environment, which provides a  practice platform to solve the 
security problems in P2P networks.  
3、We build a KGC server, then applied the bidirectional authentication protocol 














based on CL-PKC in the file sharing system. In this system we complete the peers' 
identity authentication, and realized the certificateless authentication mechanisms in 
P2P networks; we used the digital signature and Hash technology to implement the 
content authentication of the files in the system, which ensures the reliability and 
integrity of the transmitted data. This task provided not only an exploration to solve 
the P2P networks security problems, but also some valuable experience for solving 
the security problems of the other networks. 
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